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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 207856000

7 September 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGIT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/A0Y6> Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AFOY0T Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that intelligence activities of the National Security
Agency during the quarter ending 30 June 2010 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive
Order 12333, as amended.

(U/ESYO} The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

lnpctor Genersl

VATTHEW G. OLSEN
General Counsel

(U/FOBOTF I concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
' 66;14 ER

General, U. S.’ Amy
Director, NSA/Chief, CSS

Encl: v
Quarterly Report
This document may be dcciassiﬁcgl and marked

“UNCLASSIFIED/Fer-Offein-tise-Oniy"—

upon removal of enclosure(s}

Epprovedior Release by NSA on 12-19-2014 FOIA Case # 70009 (Litigation)
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1. (U) Intelligence, counterintelligence, and intelligence-related activities that
violate law, regtilation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations

(U) Intelligence Activities

(UHFeH8) Unintentional Collection Against U.S. Persons or Foreign Persons
in the United States

, VY- This quarter there w CILD]RSLIII\_LG in which Signals Intelligence
(S!(r[\ l dnai) sts inadvertently targeted or collected communications to. from. or about U.S.
persons while pursuing foreign intelligence tasking. All intercepts and reports have been deleted
or destroyed as required by United States SIGINT Directive (USSID) SP0018.
, e (1)
(U) Targeting T (b)(3)-P.L. 86-36

A a SIGINT analyst at a collection site discovered

[yl
VO NTINT TS EC

Tl WRT % ila w \11")\ T:\/"C.\/\
L

that a tckphnm selector for a U.S. person was inadvertently targeted. The tasking error occurred
because the analyst transposed IhL digits of the telephone number. The site detasked the selector
and deleted collection ()!1' |\U rgpmum_ was issued based on the LU“L&HUI]

)
(b)(3) P.L. 86-36

N7 ] | |fm NSA :malx st tv nd th |_kdumz:, had

ummmd tdsked \\hiis. L]ILL ts were in the United States. Traffic col {.Llu-l |
| |\\ as deleted | ‘The seleetors associated with the targets

were detasked on} another analyst found additional collection

from a different tasked selector for one of the largets. The collection was marked for

deletion| . ———— o) |

— (b)(3)-50 USC 3024(i)

| Ill(!‘:rt.‘"p{‘il'lh weére issued. (b)(3)-P.L. 86-36

L L [NSA analysts learned a foreign intelligence target

had arrived in the United States onf | These

analysts neglected to share this information with other NSA colleagues targeting this individual

until| |the second group of analysts Rllb[‘u]ldad d:mm.mttd . :

collection and detasked an e-mail selector. No reports were issued. e oy ”}'(b)(1)

(b)(3)-P.L. 86-36

> an NSA drmlx st qw..rud a raw traffic (Jdt’ihdu
uxmg an L«mall selcum associated with a U.S, person. The analyst-conducted the appropriate
research to determine the location of the newly identified selector: however, the analyst
overlooked information that attributed the selector to a U.S. person tasked undér an FAA 704
Certification that expired| | The analyst deleted the query results the same day
without viewing them. The analyst deleted the query] | There was no reporting.
The analyst was counseled to conduct more thorough research on the location of targets before
querying.
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(b)¢1)...
(b)(3)-50'USC 3024(i)
(b)(3)-P.L. 86-36--

* (b)(3)-50 USC 3024(i)
(6)(3)-18 USC 798
(b}3)-P.L. 86-36

; A : Dunn;: a routine audit conductcdj»"‘ ' |\b ‘\ dlbu)\ c*rcd
lml an an.ﬂ\ st lmd inadvertently queried v ina
raw traffic database. The incidentoccurred hccaus‘. the analyst did not verify Ihc status ol the

entity before performing the query. All queries and results were deleted. '

] | i Idl} NSA analyst discov eud that the se Ld()lw

(b)(U tm a mlld tmcwn nmllls_enu. target were queried in a raw traffic ddmbdsg while the target \us
(b)(3) P.L. 86 36.
- |{)Ld{tfd in the U nnmd Stites o 1

‘-'ﬂ*{e an_zﬂ_\'st deleted the query results] [ New procedures have been
mmplemented to-ensure that traffic is reviewed.

e S RS - ‘|'z-m NSA analyst learned that a valid foreion
target had traveled to the United States fmm| _ rl

y| collection on]

1 Hﬂcr returning from leave. the analyst
dela.skm' |1argr:t selectors) land deleted intercept
that had been collected while the target was in the United States. Database queries and results
were also deleted] [ No.reports were issued. The analyst contacted the
Intelligence Community customer and learned that the customer ‘kne\\ ilmt thc Mrvct imd been in
the United States from| [but neglected to.tell NSA,

reminded to alert NSA when targets| the United States: " ot )
e (b)(3)-P.L. 86-36

an NSA :ma!\ st queried on the xcluclm us;.d by

loman mlc}h;:em.; L.!.I'L{CI based in the United States. The incident occurred because the analyst
did not conduct sufficient researclf .~ |before performing the
queries. The query and results were deleted

(U) Database Queries

bt e { occasions. analysts constructed database queries that targeted
U.S. persons, and mi_lnl those occasions, the queries returned results from the database. The
results returned from these overly broad or poorly constructed queries were deleted. and no
reports were issued. Procedural errors contributed .t\D\/it,italions.

|an NSA analyst discovered that selectors

taskud ina ddldhdsc were associated with a U.S. person. The terms were tasked by a

previous analyst who believed that the selectors were associated with a valid foreign

Vs intelligence target, The analyst immediately submitted a request to have the selector

(b)\(3):iP-'¥- 86:36 detasked. the selector was detasked, and the analyst deleted his query
- e and-the results.

S . |\1 SIQJI‘\I analyst performed a query in a raw traffic
database usingl e |as a query term. The query was designed
to retrieve traffic containing threats pcrtainihu to

The analyst was unaware of USSID
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Ep;ggg-P.L. 86-36

SP0018 guidelines for performing this type of query. The query was gié/l'c'te:(l

2010.

* (SUSUREL TOUSA Wy lan NSA auditor discovered queries -
containing U.S. selectors. The queries returned results: however, the
application had difficulty loading the results. Therefore. no U.S. communications were
reviewed and no reports were issued. The analyst deleted the ]Crxllh_\r |

i -+ an NSA analyst queried a raw traffic
database using an e mal] sglumr known to be associated with a U.S. person usually
located-inthe United States. The selector was found to be in contact with a valid foreign
target tasked| lunder FAA 702 authority. The analvst queried the

' ,scfcctn-rl
2010,-but-did not coriduct appropriate research|
before performing the query. After running the query| [the analyst was

- told by other branch-members that the e-mail address was used by a U.S. person. The

" analyst deleted the query results mi: There was no reporting. The analyst

~ was counseled by branch management on the importance of making appropriate

T determizl:{fii)xlﬁ:,,;_}b(‘)'ﬁit locations of targets before querying.

)
(b)(3) P:L.86-36

v (SUSURELTOHSAHS On an NSA analyst submitted one query

anamall | Althiugh the analyst’s original target was a valid foreign
S igence target, the analyst g\pandxd the search to include the U.S. selector. O
| an NSA auditor discovered thatL |
and requested the analyst to do further research. after searching open

source information, the analyst determined it to be a U.S, selector and deleted the query
and results. No reporting was issued.

|an NSA analyst inadvertently queried

[ Jus. telephoric numbers| | The analyst neglected to ascertain whether
_.-all the selectors] |
: " targets, and not U.S. telephone numbers: therefore, the query inadvertently containec
Egggg PL86 2 1.S. telephong numbers. Upon seeing the large number of results returned, the
\ analyst deleted the results without viewing them or The analyst confirmed

- that no further collection had occurred. that all collection had been deleted. and that the
[[___Jelephone numbers had been deleted from the query.

. lan NSA analyst learned that a selector queried or
. |was associated with a U.S.
person] [NSA received Attorney General authorization te

[outside the United States. These time periods included| |

[the NSA analyst

56 realized that the query-conducted.on} - for-the timeframe
(b)(3)-P.L. 86-36




DOCID: 4165570 e

(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

1 Jwas in error and notified branch managemient:
the NSA analyst deleted the query-and the returned results. ‘There was no reporting.

Ebgggﬂ 8636 SR S ST Lm NSA analyst mi%mkéﬁl\ included one e-mail selector
e .. authorized by ,;;l,,F'orcign"[mclh ence \m\ulldnu. Court (FISC) Order for a foreign

I e ‘ - o |m a-query against EZ0:12333
] JT 1¢ analyst L\Hmﬂk.d 1h¢, volume of results for the total query at
messages: however. the analyst did not view any data lmml selectors in
question before deleting the query results There were no reports issued
based on the query results.
(b3(1) T v NS Y
(b)(S)—P L. 86- 3% = :
R . + an NSA analyst conducting
~_query learned thm a v.ihd lurusm intelligence target had traveled to the United States on
\ 1 | and had departed the country h_\l | NSA collected
Imessages sent by the target during this time period. The messages were purged
| A heavy workload prevented the analyst from reviewing the selector
B regularly. Management redistributed work to prevent a recurrence of this problem.
(b)(3)-50 USC 3024()y
(b)(3)-P.L.8636 - W ﬁ’ﬁ':ﬁ"f’""ﬁl' ARELTO-HSA— - | an NSA analyst inadvertently queried
T lof a U.S:“based lused by foreign targets. The analyst intended
to target thef- [The analyst deleted the query
results ,un| No reports were issued based on the results of the query.

: " AR SARAY 3 o At |an NSA analyst inadvertently targeted a
S | |\\ i’u rforming a guery in a raw traffic database. Intending to query the
(b)E-PL B8] e at).S: the analyst used query terms that

T TTetrnieved communicalions of 2 The analyst deleted the query and results
without viewing themi on
. ; ; Beron] |an NSA analyst conducted queries on
xcl\.unr% awxucmled w uh a probable U.S. pcl soi: | |the analyst asked a
second analyst to look for any other information on the target that the branch might have.
By The second NSA analyst found an e-mail from{ | |
(b)(3)-50 USC 3024(i)
(b)(3)-P.L.86:36 -
[the analyst deleted
the queries, the saved results. and data in analytc files.
. SHRE a new SIGINT analyst inc tdxel tently
]uu u.d on an ¢ mml m.iu,tnr and two telephone numbers associated with a U.S. person.
Although the e-mail address contained
he analyst proceeded with the query and discovered two telephone numbers used
,,,,, L by the owner of the e-mail address. The analyst failed to verity that the selectors were
Egggg b L 86.36 associated with a U.S. person before performing the query in a raw traffic database. The
- query results were deleted the same day.
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e (1)
(0)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

= Iﬂ-n NSA auditor discovered a query p
. - an NSA analyst performed the -
- quu\l e |duxpttx. available information identifying them as U.S
_____ | | No U.S. communications were noted and no reports were issued. The query
%‘g;g; 3 L 86—36> " and results were deleted-on | |

U}:Rzetention

CHAREE OS5 = an NSA analyst learned that a foreign intelligence
tai'gcl was in the United States. The same day, the analyst detasked associated selectors and
requested that data collected-while the target was in the United States and stored in a database be
purged. The collection was not-purged until I:'heczmsc the analyst did not follow
proper pmudmu Management ummdcd al] employees of proper procedures to prevent future
purging delays.. :

(U) Detasking Delé\ys\.\_

AR S . hn NSA analyst dmm ucd that a selector tasked
. under E.O., 1’3“ was nm dumku{ when the target visited the United States orrl |
s . | Upon discovering that the selector
+ remained tasked under E.O. T233 smiiu_umn the analyst requested immediate detasking on

[ ]The collection was deleted on:\\uh no reporting.

CCHARELTOUSA LN EYL On an NSA field site was notified that a large volume
of data was being forwarded as part ol a test of a raw traffic database. It was determined that
during system.testing would likely collect
U.S. communications. Normal procedures had not been followed during testing. All local
tasking was deleted. and the site analyst marked the collection for deletion. No reports were
issued based on this collection. Sy

|am NSA amh st discov eud that 4 xdu.tor inr a

U.S. person was still axku ata collection site. The selector had been’ dcldal\nd (ml i |
ut the site failed to implement the Cil.l&sh nmu Lhe trafic collecied during this time
period was deleted on| |- ' :

CUREL TC i s 4n NSA analy st dl‘\«.(\\ ered that Jnulhu NSA rindl
had neglected to detask} Ieators associated with targets that were in the United States fror
| The selectors were detasked o Collection on Dl the

selectors was deleted| |f-l*h'ére was no reporting.

e e ()nl |-em NSA analyst discovered that a selector had not
been detasked despite] the United States from
[ ]onm the selector was detasked. .an analyst deleted the

collection. There was no reporting based on-this collection.

(o)1)

b)(3)-50 USC 3024(] e
Ebgﬁsﬁ-p.L. 86-36 v (b)(3)-P.L. 86-36

5
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(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

, : an NSA andl\ st noticed a significant increase in
uamu dﬂ(l dxsuwuuj e- maﬂ miessages from U.S. persons. The collection was tumed of’

the cause of the error was determinec {{0bel.. |
khat was corrected the same dav, A requést was madg o purge all data
affected by : e e gy

(@)(3)-P.L. 86-36

7 S P |al‘1 NSA analvst dl\LU\LILd tim Kcltulm\
mni'umno 1\ ping errors had been tasked in support of two consensual agreements sponsored b
an Intellicence Communitv geency  Twerasreements anthorized tarcetino ofa IS personl™ ]

Lhe analyst received a third consensual agreement for the period|
Only when the last agreement was received was the analyst provided with corrected
selectors. At that time the analyst learned that the selectors were used by a U.S. person and had
been authorized by a consensual agreement. The analyst believes there was no collection from
the incorrect selectors. There has been no reporting.  All branch analysts were reminded o

fo carefully review approved consensual collection agreements and to take steps to
avoid typing errors for the selectors.

(U) Dissemination of U.S. Identities

SRS ASHSYS- The NSA Enterprise issued SIGINT product reports during
this quarter. In those reports, SIGINT analysts disseminated communications to, from, or about
U.S. persons or entities on |m.‘c_u.~;i(ms while pursuing foreign intelligence tasking this
quarter. A total UIBI»C:'E\IT products were canceled as NSA and Second Party partner analysts
learned of the U.S. persons, organizations, or entitiés named in products without authorization.
All data in the canceled reports was deleted as rcqtmui and the n.porh weu not reissued or
were reissued with proper minimization. T,

'(b)(3) P.L 86-36

(U) The Foreign Intelligence Surveillance Act (FISA) = - o)
o ' (b)(3)-50 USC 3024(i)
(U) Database Queries (q?}«(e’)\.P - e

in NSA analyst perlbrmcd a‘query on lhc selectors for

| ] lu dml\ st deleted tht: L]ULI\ and results on‘ I
No rcpurts were 1»5u~.d b l%Cd on the results of the query.

i I\S\ analyst performed a qucr‘y| |

The analyst deleted the query and results on

(U) Tasking Error

. - an NSA analyst learned that a tasked selector for
a !—l‘a \ autl wu./r.d target was associated with a U.S. [ he analvst detasked the selector

on All coll ulzmi was deleted nn:l

STOR
(b)(3)'PL 86-36
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T (B)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

| |Thc. delay in deleting the data was attributed to dillh.llillc_k with executing
] |qucuu to identify collection for deletion. To prevent recurrence of lhls
7 type of incident, NSA has implemented a procesy
No reports were issued.

{b)(1)
S A A R = S =L T {b)(3)-50 USC 3024(i)
AR SATFY RS |du|mL a review of tasked cellular telephone (b)(3) P.L. 86-36

numbers in conjunetion with preparation for the renewal of the FISC Order. NSA analysts @
discov u‘;dv‘;{hcuD ellular telephone numbers authorized under the Order remained on h.l::lx;flg_

- - — 1
[ his incident was reported to-the FISC op

.%',;: b ; :.I |
o)1) )

(B3P L8636

TS UREL O 1S A r"};’“ﬁl I\\ A discovered that a SIGINT collection site
' uromouah tdskcd I AA 704 and 705b selectory

I'he site s:lctuskcgi Al ol the target s selectors|

: 2 , Ian NSA:-analy st d]xw\ ered that an e-mail selector
* d\\OLId(td W 1th a P ISC-authorized target remained 1as]u,d|
| | The analyst believed that all of the target’s Sclectors had been detasked in
This selector was detasked ony
[ratiic collected| was purged.

: S |\ SA analysts inadvertently targeted
wlcphnm sc,lu.mr\l - Inot authorized on NSA FISC Order. The target
anah «.II e = |

. [ The incident occurred because of
e missed communications among several analysts and the abseiee of one of the primary tasking’
‘("b’)"(1) analysts.“An analyst'began detasking the selectors on | The detasking was
(B)3)-P. '- g6-36 completed on land collection froml |
was purged. Onereport was issued but was canceled on Theanalyst discovered on

that. due to a software problem. the report remained iy the SIGINT report
repository. The analyst canceled the report aganion S

"0
(b)(3)-50 USC 3024(i)

{TSH#NFT Business Records (BR) Order (b)(3)-P.L. 86-36

NSA discovered that the BR metadata for a U.S. telephone identifier was queried on
after authorization to target had expired| | The identifier was

mislabeled as authorized until] lin NSA’s list of identifiers. The incident occurred
because of delays in NSA’s manual review of the list of identifiers. No reports were issued
based on the query-résults ISA implemented a new program to automatically

update an identifier’s authorization status.

)
(b)(3)-P.L. 86-36
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(b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(U) The FISA Amendments Act (FAA) ,
(B)3)-P.L. 8636

(U) Section 702

(U) Unauthorized Targeting

- - - \\ \ dlldl\ sts dnm\uxd that an e-mail,
56]&[01 fora \dlld F, \ ?\ 7“"~autl‘|(ngd target \m\ m\i\ui \\htk lhc target was in the U mlu[

*._States on S | Although traffic on the tar Lxl 1S
‘ | analysts had ov czlo&k«.d infor m.mon about the target’s travel to the
United States. The selector was duhl‘sixt.&l ~_Jand collection from| ’

las hu:n \mm.d

- \\/\ ILJJ ned that the e-mail address aaxnuatud
\Mlh a \ahd nmllmwu deu was i d\de while lhz. {arcet was in the United States | |

! |th-. United States)
E \ll FAA 702 data wllcblefil [

Ih’as been purged.

NSA analysts discovered that a target tasked

undcr FAA 702 aulhonlw was m the United States between| | Although

traftic on thetarget ig [the primary analyst was behind in reviewing

traffic and overlooked mTomn.nmn| that revealed that |
he United States.~ The selector was detasked on and all collection

s hel\-‘x een| 1as been purged.
(b)(3)-P.L. 86-36 i
k K (SURE] H\Ir’\\ LvEy

‘ ~ the selector for a valid foreign intelligence target
= 1enm:md tasked a.lurm}: thg time thg t'nn;:-,l was in lhg { nited States. The selector was associated

o witl B |1hc United States onl | The
~_incident occurred because the amﬂ\ st had inadvertently missed the s¢lécto
| The selector was detasked on and traflic wHutcd during
was deleted.

NSA discovered that the selector for an FAA 704-

fxuthm ized &ubhgt was umnwu&h tasked| | The tasking error
occurred begause the selector was improperly The selector was
< detasked on No collection resulted from the tasking.

Eb)~(}3§}p.__L_*36;35 R EL TO USAEVEYY Op NSA discovered that an anal\ st ‘had erroneously

“tasked a target selecior on be fore the tasking was approved by NS \ on

o | NG E A \ 7(17 dtlld was collected.

B S eSS et NSA discovered tht selectors associated
. with a valid forejen intellioence target| the United States
(b)(1) ] ."(b)(1 )
(b)(3)-50 USC 3024(j) e et p e et Ll AL et e f e ftaa (b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798 IS Sl M A X EEANL W EA § 3AT FEANRAW AW SWAN (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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e (b)(3)-50 USC 3024(i)

(b)(3)-18 USC 798

(b)(3)-P.L. 86-36

"THe incident occurred because the rallic associated with the target seleclors was not
routed 1o a new analyst when responsibility for the target was transferred | | As
a result, traffic was not reviewed after] | The selectors were detasked (m' |

and all collection has been purged. T L

hurmf- areview ol ¥ \ A mxkcd «,Llulm\ NSA™ (b)(1)

anal) sts dl‘su)\ utd that the selector for a valid foreign intellig gence targel | {b)(3)-P.L. 86-36
| |th United States from T i ’iilii"\""stx methmknd this information th alwas
I e | \ 1 collection was deleted on

[The se kuur was not detasked because (he target had deparied the United States on

SARELFO-LSA f‘v’IJiL)]. |an NSA analyst tasked the selector for an individual
believed to-bea valid foreign intelligence targeq |the United States.
B “While researching the sélector and another 1'01" |iargtt. the analyst performed a query
Bl S ina 1‘;1\»'Tt_1_'afﬁc database and found additional information that suggested that the target may be
(b)(3)-P.L.88-36  located in the United States; the analyst detasked the selector and deleted the
query and results. There was no reporting. o)1)
(b)(3)-50 USC 3024(i)

| I:)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(U) Database Queries = b)(1)
el Sk (b)(3)-P.L. 86-36

S O LS A -0 Lan NSA dndh st queried the
selector for an FAA 705b mrgc{_ e —Im\x traffic database. The queries
did not prodpce anv resulfs or r€ROMNG. The analy STreceved ummn;_ regarding queries on FAA
705b targets

i ;iLH l I T R rwr‘ 3

L A = an NSA anal\ st per lunncdl hucrics

in a raw traffic database on the selectors associated with an FAA 702 target while he was in the
United States. The incident occurred because the analyst did not perform due diligence i in
executing queries that excluded the timeframes of the target’s travel to the United States. The
query and results were deleted the same day the queries were perlo:med \o reports ueu mmd
based on the query results. . -

~—During the second quarter. NSA discovered tlml m o :,otlwan bugs
prey um,d the m1plunemalmn of tasking and detasking requests. As a result of the software
problems, at leasff FAA 702-authorized selectors remained on collection despite attempts to

b))
(b)(3)-P.L. 86-36
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Eﬁﬁﬁéﬁ-m usc 798 s , EE;E%; 50 USC 3024(i)
(b)(3)-P.L. 86-36 - (0)(3)-P.L.86-36

detask them,-

and anm’hi.’f was to be detasked becausg of the Lol i khe United Sfates. The
softward problems were discovered on and thd__Felectors were manually
dnlancd:on the same da) th qnfl\\mc \wx nmuhfkd ot 1o correct the problems.

] ¥ OnAwo 'nucusj‘nns o1l ried on a
sdum: for an F ’\ A ?0\ > subject : : The incidents
occurred bx,wtm the analysts IbLtOfL performing the queries.

o ong: iristance. the analyst deleted the query and results on| | In the second

instance, the analyst stopped the query before any results were returned. To prevent future
b)m:f o EITOTS. New pmudurca have been implemented requiring a secondary review before queries are

an NSA analyst discovered that a guery on e-

mui}uscleclnrﬂ |hdd been de raxkudl | The
selectors, originally tasked| [were detasked on | [because the
accounts were| Ja U.S, person. The error occurred because

another analyst set up queries in a personal folder rather than in a group folder while the
selectors were still tasked, which prevented other NSA analysts from being aware of the
existence of these queries. Thesé queries were overlooked when the selectors were detasked.
The guery and results collected between were deleted on
There was no reporting.

).
(U) Detasking Delays e | BE-PL s
A During a review of FAA lm.iu.d sel umr&l |
\\A andl\ sts !can nt.d lh.u Ihg e-mail selectors associated with kalid foreign Imulhuume
targets remained tasked after th\.‘muct‘x were in lhe.[,»mlcd States.
|the
United States on| ey nc*ulcued © dLluIbL the e-mail sefectors,_The e-mail sclectors

were detasked on All FAA 702 data collected between
was purged.

s during a daily review of FAA 702 tasked selectors. NSA analvsts
dhm\ er.d lhdtl qu,tmw for valid foreign targets remaiped tasked durine the time the targets
werg m the United States. |

‘ the United States, tm target analysts erroneously believed that’,
qclutmx were allowed (o remain on task vas in the United %tdlu:

The selectors were not detasked because had departed the United Smu:
55 A8 O] , JAIL FAA 702 collection-between| vas purg "Ld ¢
ENSPL 2830, (U) Dara Handling Erors “ EE;E;;_SO USC 3024()
i - (b)(3)-P.L. 86-36
(U 4—9-(—4-(-91 ( mI:lou_w«lom h;,mu,n e ‘AA-derived
information was available to NSA analysts not cleared for } AA 2CCoSs. “On |

occasions, NSA analysts received e-mails containing FAA 702 information. Upon discovery of
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“(b)(1)
(b)(3)-P.L. 86-36

the error, the e-mails were recalled and deleted. On yecasions, NSA analysts not cleared for
access to FAA data were allowed to view FAA data in a raw traffic database.

(U) Retention

(U NSA implemented a new process to ensure that FISA Amendments Act (FAA)

collection that is required to be purged is purged from NSA databases. A |
o uiuml,\ data that should be
purged. During the second quarter, data that matched the xdulu;& on the was purged or

aged off.

(U) Section 704 Fe
“(b)(3)-P.L. 86-36

(U) Database Queries

(U/reten an analyst queried a raw traffic database using an FAA
704-approved selector without limiting the search to items collected under FAA 704
authorization. The analyst realized the mistake before results were returned. so no reports were
1ssued. Management counseled the analyst about the importance of performing due diligence
when conducting FAA-related queries.

(1)

(LJ) Section 705b (b)(3)-50 USC 3024(i)
(b)(3)-P-

(U) Database Queries

NSA discovered that the|

| [ Rd‘\C&i on the discovery ui lh}x mudcm NSA auditors Ic\lt.‘\\u.l other dunmcs dl'ld imlnd
four more occurrences of| - L 1
| - [ Tn all instances, the] |\\uc deactivated and nuxl |
were created to L\L[ULIL FAA 702 authorized collection. New procedures have been
implemented that require analysts to indicate| |

[ T1naddition, an online working aid provides tool-specilic instructions for querying

FAA 705b target selectors.

(S/RETOSAES- [NSA

analysts conducted queries using an ¢-mail selector known to be associated with an FAA 705b

target against FAA-702 data. A total u‘l“l Iqut:rics were performed| ]
| o _|'Fhe problem was corrected on Neither the query nor

the results were stored.

e o)
(b)(1) (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36 o (b)(3)-P.L. 86-36




Ab)(1)
b)(3)-50 USC 3024())
(b)(3)-P.L. 86-36
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By
(p)(3)‘-P_. L86-36 :

. INSA auditors discovered that um anal\ sts Imd

queried the selector associated with an I \ \ 705b targetf-- Iot a raw traffic’
. database. A total of] Jueries were performed by the tv\o dndh stsi |_

While both analysts were aware of the prohibition of targeting U.S. persons]| | :
the analvsts were unaware that the target was under FAA 705b authority. Only one ol the
analysts was ;man‘cl The query did not return
any results and there was no reporting. New procedures have been implemented Ihﬁl lcqmrc
analysts to indicate the location and collection authority of the selectors. / ‘ ‘

an cmah st submmuﬂ hUCTlLb on

‘-e}u.{UI\ ful F. ’\s\ 795b mwux P [ The error occurred :
because the analyst was unaware of| [when targeting
FAA 705b-taskcd selectors. Queries on{___pf the selectors returned |
ot and.gueries uri:lsclcctnrs did notretura-any results: - Al results were deleted-o
EE?E;;_P_L_ 8636 Lhe analyst received additional training on n the correct querying procedures and
data sources w hcn pu tormmﬂ quem.s on FA A, 705h~t;'-15 ked selectors.

s E | e, Idn dnah st pextmde a query on |sclccmrs that
"*w.n, dctdxm d duc o 1hn, target’s travel to the United States on| Although the
analy xtl |dutdkau in advance of [hL] the analyst

neg glecicd T0 terminate queries in a raw traffic database. The analyst deleted the queries and
esults nn|:| No reports were issue based on the query results.

- : while researching a list of tasked selectors. an
analyst qm.md IhL sdwlm\ fo FAA 705b {argets in a raw SIGNT database containing FAA
702 collection. The error occurred because the analyst-did not realize that the list contained FAA

705b targets before initiating the queries. The analyst deleted the results on hnd the
queries o o o *

Eeltlol NIV P Y ] a SIGINT analyst quului thc selector used b\ an
FAA 705b targe Im\\ traffic database. While the query was
running. the analyst did further research that revealed that the selector Was dwsuuatud \\uh an
FAA 705b target. The analyst deleted the query dl"ld results. ‘

(o)1)
(U) Tasking Error (b)(3) P.L. 86-36

LS ) [NSA discovered that kilectors associated withan FAA 705b
target were erroneously tasked] -

The q;/t,itﬂil)l"i ‘were deleted from |

sites-did not collect any traffic on ihd
selectors. NSA has since implemented a new tasking rule hfmmq B
when FAA 704 or FAA 705b authorization is applied to the seléctor...

o
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
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"‘;f’"(b)(3)-P.L. 86-36

(U) Other

(U) Unauthorized Access

VREL TOLUSAOY, o hmmn errors allowed an

\‘w \ analyst dcplm ed to.a field sm. to access FISA-aut m;m.d data although the site is not
authorized to access this data. The error was caused by a misunderstanding of guidance and a

I:'defuy in suspension of the account allcr ‘L,hé:-.nml)'sl deployed.

A : |lou1 NSA analysts who did not have the appropriate
mumnu 10 view 1 ISA. du;\ ed data came in contact with summarized information on the

| | Two analysts
have already taken the required training and the remaining two analysts have been seheduled to
take the ll‘uining. (b)(1)

(b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798

(U) Inappropriate Access Controls on COMSEC Monitoring Data (b)(3)-P.L. 86-36
S AREL TO LIS A [ '_',V‘?! |NSA discovered that COMSEC monitoring
data_had| e |
, ~ fdue to_an imoroper]v configured processing system. The configuration '
problems were corrected en | i |
o S [To prevent future occurrences.:

“NSA has implemented al [to-alert analysts to the unintended presence of

COMSEC data]

byt e ()
Ebg(3)~P L. 86362 () Unauthorized Collection of COMSEC Monitoring Data o e Egggg goLugé:3%oz4(i)
T tSHREETFOHSAS =5 On NSA d:awuud that a \wu,m pmhle ai ow,d
[ butside of the authuund! . |p|Q\-1dul by the customer.
After an upgrade to sysiem software on technicians noticed that the S\'s}(cm was not
| e “Data received from the time ol the upgrade to the time ‘was
implemented oiy vas not “No reports were issued from the

collection. b))
(b)(3)-50 USC 3024(j)
e , <18 USC 798-..

(U) Computer Network Exploitation (CNE) EE;%;L 8636

FOP S EC R4 ;

13
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)
(b)‘(S) 50 USC 3024(i)
18

(U) Counterintelligence Activities

)
/ (b)(3)-50 USC 3024())
] (b)(3-)_TP'.\|;-;;‘8\‘6:36

(U) Nothing to report.

(U) Intelligence-related Activities

¥ To reduce the risk of unauthorized uluphnn\ m!lcunm and pu\uu \mlatmns NSA
mxtmnnd a process that gives analysts greater nml mmr m\.whl into a target's location.”

| In the instances when collection ™.
occurred. it was purged from I\'S.-’\ pmmpdl raw {raflic repositories when required.

NSA analysts found IL nmll selectord”
| [this quarter. When colleclion 0ccurred. 1 was purged
from NSA’s principal raw traffic repositories when required.

U/Aet6F Although not violations of E.Q. 12333 and related directives. NSA/CSS reports
instances in which database access was not terminated when access was no longer required.

\ 4" o o (b)3)-P.L. 86-36
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B
" (b)(3)-P.L. 86-36

Once identified, the accesses were terminated. In addition. there were|  |instances of
unauthorized access to raw SIGINT during ’

2. (U) NSA Office of the Inspector General (OIG) Intelligence Oversight (I10})
Inspections, Investigations, and Special Studies

(U/A B During this quarter. the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive
orders. Attorney General procedures, and DoD and internal directives. With few exceptions. the
problems uncovered were routine and showed that operating elements understand the restrictions
on NSA/CSS activities.

| R - I ) (3)-P.L. 86-36

(U/aes Thc| |¥O'prngra‘m'ha$ undergone several leadership changes in'the past few’
vears and, as a result, 1s still maturing. The site’s program would benefit from continued
attention to documentation of processes and procedures.-Currently the site does not have”
Standard Operating Procedures for intelligence oversight. Records to document compliance with
[O training requirements l‘url personnel are incomplete: hcwwcrcn[:Immp}.iuncc
with the required [O annual refresher training is good.

During an OIG review., NSA discovered that the

lhad 1o formal pro cess

to verify whether individuals with access tol |had
been appropriately trained. By had deleted|  pecounts because the
individuals no longer required access to the data, | |acmum holders obtained required
USSID SPOO18 training. and ccount holders obtained required clearances. To prevent future
unauthorized access) pstablished a formal account requiest process in which clearances
are verified before accounts are created:. :

(o)1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(U) Misuse of the U.S. SIGINT System\':(‘\U»SSS)

(U) Nothing to report.

o)

(U} Congressicnal and |OB Notifications (b)(3)-PL. 86-36

(U) Nothing to report.

3. (U) Substantive changes to the NSA/CSS Intelligence Oversight Program

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason

for the changes

(U) Nothing to report.
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5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) Inquiries or matters related to Intelligence Oversight Programs

(U) Nothing to report.




